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Module 1 - Introduction T 1 hour

1. GeneralIntroduction
2. Basic Hacking Concepts
3. Introduction to defense

Module 2 - Scanning and Inventory i 1 Day
Perform network, host, service and application scans, generate reports

Using Nmap.

Host scanning.
Network scanning.
Application scanning.
Dns Reconnaissance.
Scanningi Lab

ouAcLWNE

Module 37 System attacksi 2 Days
Learning the top 10 attack for 2018

Denial of service attack.

SYN Attack.

ARP poisoning.
Man-in-the-middle (MitM) attack
Phishing and spear phishing attacks
Drive-By attack

Password attack

Sql injection attack

. Birthday attack

10. Malware attacl

11. Attack Lab

©CoNOA~LOD R

Module 47 Network Penetration Pen-testing i 1 Day

1. Server Attacks with Metasploit and other tools

2. Client attack with Metasploit and other to ols

3.  Web Application Attack with netsparker and other tools
4. Test Penetration Lab
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Module 57 Active Directory Attacks and Mitigations 1 1 Day

1.
2.
3.
4.
5.
6.
7.
8.

Module 67 Cloud analytics and application securityi 1 Day

1.
2.
3.
4.

Legacy protocol

Weak passwords

Account with more privileges then you expect
Credentials in Memory.

Golden Ticket.

DC Sync

Using ATA

Active Directory Lab Attack

Office 365 ATP.

Office 365 Attack Simulator.
Defender ATP

Cloud Monitor and Attack lab
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Live Imaging
High Throughput Imaging

Confocal microscope

T, «x 4 _X
Confocal mi c |
Light sheet

Super Resolution
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Image Stream

Sorting
IDEA FCS Express FACS : ¢ A
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COURSE BACKGROUND:

Effective written communication in a second language is a skill that needs to be both acquired and
practiced. By providing a forum for the learning and practice of regaisitenunication skills, the

Written Communication Workshop enables the high level communication skills that students possess in
their native language to be applied to their work in English, creating an opportunity for enhanced
communication and greater sess in the international professional community.

COURSE OBJECTIVES:

0 To improve students’ written communication proficiency in English

o] To hone skills in order to achieve greater impact through targeted content and accurate form
(grammar and expression)

o] To learn the written English language needed for a variety of situations including:

requests, recommendations, thauakus, complaints, interviews, etc

o] To become aware of pertinent linguistic and cultural issues in international professional

communicatio

0 Optional: CV preparation / Cover letters

COURSE CONTENT AND SCOPE:

Review of pertinent literature and practical application of techniques designed to enhance English writter
communication competency, including: correct language use, sharpening meffsatjee function

oriented vocabulary.
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FOUR LESSONS OF 4 ACADEMIC HOURS EACH COVERING THE FOLLOWING:
Basic and advanced sentence and paragraph structmail

Connectors; Summarizing

Descriptions of experiences, places, people, objects;

FormalLetters - format + requests for info, jobs, complaints, response / opinions
Vocabulary and Grammar to clarify meaning;

Cultural differences (Israeli vs American) and how they relate to writing

CV Preparation / Cover letters

=2 =4-0_-49_9_48_42

q‘,’_ Y”L s”L’ ”‘-
DX 16, k4 Nl s
2019941 1 «x
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